e
CIsCO




e
gy!il

@

‘ BRI CX AN fE AL BEZ 2 (ATZE )

‘AI s



ATA7HE 4 @ AR AR AR, kG

Al Changes everything in our society, business and technolog_y
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Potential contribution to global economy by 2030 Global spending on Al by 2026

13% 90%
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Cisco connects and protects the
Al era
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Infrastructure to power Al

AL A4
Security for Al, Al for security
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Data to drive insights and context

AR £ %4t

Al-native products to unlock productivity
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Services to accelerate the value of Al
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Cisco provides industry leading full stack Al infrastructure solution & services
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Bolstering our Al capabilities strategic partnerships and product innovation

Nvidia Partnership

OpenAl CPO joining
Cisco Board of Directors

Cisco Al Defense

Cisco’s 1st LLM
Security Model

Quantum Network
Entanglement Chip

—

HUANG: Al RE\NVENTED THE ENTIRE COMPUTING STACK -
FROM COMPUTE TO NETWORKING, STORAGE & MORE

il <A

Cisco Appoints

Board of Directors

—  afnaln @ .

Visibility of underlying Model Validation and Runtime enfor ceme kac oss
models and data guardrail recommendations public and pr

End-to-end Al security
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Open Source LLM
8-billion parameter
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~—— 1st Quantum Network Chipset
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cisco NVIDIA. CIsCcoO OpenAIl 20K Download Cisco Quantum Lab Opening
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Accelerating Al innovation, more new technology and offerings available

AL e S £

20%+ accurate reasoning, resolution

Cisco
Smart
Switches

Unified
Nexus
Dashboard

e
CISCO

Silicon One embedded
Cisco Hypershield

Unified Al/ML fabrics
operations

B4

>40 years

Cisco Al s
Canvas % T
Embed with Al Defense, Isovalent . . .
: ’ ’ AgenticOps with real-time telemetry,
BT (Gl (Celnife! Al insights for intelligent workspace
Splunk 0 d i .
b " = Cisco Al | Gsco
Observability 0 e ! Al Assistant
: - Assistant ;
Cloud . e
Embed in Cisco products, Al
Cloud native, GenAl-powered supported decision making
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of operational insight

HEF D Ak R
Real world new TAC/CX insights

Al-driven AgenticOps
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Cisco Al actions in China to help customer deliver business value
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Support autonomous driving solution providers for Al-driven
automated fleet management

B eh e N Bk AL LR P & Fe 4700 £ AT A
Help e-commerce companies for Al-empowered customer
inquiry handling and purchasing behavior analysis
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Help top research university for their LLM models with Al
infrastructure support
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SRS APS Co— Pllot TACEI $ NTAC Case Assistant
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ssional Services Co-Pilot B andorson

I AL AN A RN JEIT AL S AN 7 =
1. FRERER 1. FRECaseffydil
2. ZEPISRTEE 2. AiCaselr il afE B
3. Field NoticesfEE. 3. FREIHREEER
4.  End of Lifer=ffzE 4. AERGHREE At
5. WHREEER
6. Troubleshooting##iX
7. RIFENESE
HR5 2215125 ARenewals AT Agent PE i LEs AProduct AT Assistant
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How can | help today? L. PR LS AL 229 1T 1 1. bR EREE

O e e e s sttion 0. THEERPEAEE 2. iﬁﬂjﬂﬁl/%ﬁ

but your feedback will help me improve. 3. _Ua E):l:%—:)i' H&%iﬁ)ﬂ ,I\jﬁi?ﬂ} 3 I;%]E l_ﬁ Il:ﬂ

4. HEREZTHRI 4 Tﬂ,&ﬂ%{’ﬁhﬁﬁ

Investigate deal risk Explore customer info

Prepare a plan Prioritize customer:

Assistant can make mistakes. Verify responses.
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- Foundation-sec-8b: &A1 MNITFIE 2 &R AY

o T N 2% 22 A R 2 1 T L « SOC Jnk: BaITHR. ME. A REH USRS .

- It R Gt IR A
AL JRRLEE R T ERAN R it EA P BB, BRI e, B TTP, FEnXdi#H 1T N
benchmark BEAT A

(higher is better)

Model CTI-MQA  CTI-RCM TR Rt e, Wi E, SR, IR R RD.

Foundation-sec- 67 .39 75 26

8b

Llama-3-8b 04.14 06.43
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log_content = pathlib.Path("asa_threat_log.txt").read_text()

Use case: SOC

You are a senior Cisco security analyst at Kevins Security Operations Center (SOC).

RERTNE

Your task is to analyze the following firewall logs collected from Cisco ASA, Firepower, Catalyst 900@, and ISR devices, and generate a structured threat report for SOC re

ﬁﬁ a:%ﬁl:lj I I Q%& /%-L)—I- fl% %IJ ﬁﬁ *% These logs may contain intrusion attempts, misconfigurations, access violations, or suspicious behavior. Your analysis should help identify patterns and assist in rapid mif

Please output your analysis in the following **JSON format**:

A rsyslog. Netflow. IPS%EH & .
> . N — N2 — N N ~ "timeline": [ // Summarized sequence of key events
BE, #HATRET RN, Bdn2k, R

timestamp™: "...",

BRI, IR AL B B N 2

1,

"attack_class” . // Attack types like brute-force, spoofing, scanning, etc.
"att&ck_mapping": ["T1l1e", "T1595"], // MITRE ATT&CK technique IDs
"recommendation": "...", // High-level security suggestions
"mitigation": "..." // Concrete configuration actions (e.g., ACL updates, IP block)

1}

Please follow these rules:

- Only return JSON as described above (no markdown, no explanations).

- Include at least 1@ timeline entries based on key indicators.

- If attack type or ATT&CK mapping is unclear, make your best educated assumption.
- Assume the logs are from an enterprise edge firewall in production.

### Firewall Logs:
{log_content}

Problems o Output  Debug Console  Terminal Ports o (# python - Keyips_ci

X

- Risk: Weak community strings can be easily guessed, allowing unauthorized access. 9
- Recommendation: Change the SNMP community strings to strong, unique values. ®
- Reference: CIS Benchmark for Cisco IOS - 2.2.2. &
5. Unsecured TFTP Server: " [l

- Issue: The router uses the default TFTP server. €]
- Risk: Using the default TFTP server is insecure and can be exploited.

- Recommendation: Configure a secure TFTP server with strong authentication.

- Reference: Cisco Secure Configuration Guide - 2.1.2.

6. Unsecured NTP Server:
- Issue: The router uses an unsecured NTP server.
- Risk: Unsecured NTP servers can be manipulated to cause time synchronization issues. M
- Recommendation: Use a secure NTP server with authentication.
- Reference: Cisco Secure Config .

7. nsecred o Server: F1iLFoundation-Sec-8B¥fEiTME AL,

- Issue: The router uses an unse

- Risk: Unsecured DNS servers can be manipulated to redirect traffic.
ol I 1l | Te . . . ! . ’ . - Recommendation: Use a secure DNS server with authentication.
cISco © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential. - Reference: Cisco Secure Configuration Guide -

Foundation-sec-8b) (base) yjb@kevins-yujianbo:~/06-ZSHFATKLEIEXIER (01lama/dayes ZxihfA% (hEE K #EE! /demo_06/Kevins-cisco_sec_test$ python Kevins-test2-asalogs.py
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