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High Adoption,
Low Preparedness

42% of organizations are actively
using and implementing LLMs, while
another 45% are exploring potential
use cases. Despite this, only 5% of
organizations feel confident in their
ability to secure these systems
against emerging threats like
prompt attacks and Al-specific
malware.
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Diverse Expertise,
Shared Concerns

The report draws on insights from
over 1,000 respondents across
various roles, including developers,
security analysts, and executive-
level positions like CISOs. Over 60%
of these respondents have
substantial experience in
cybersecurity, yet they express
significant concerns about the
reliability, accuracy, and security of
GenAl technologies.

Deploying GenAl
Without Al-Specific
Security

40% of organizations that lack
standard Al security best practices
are actively using GenAl. Only 22%
are doing Al-specific threat
modeling.
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Actively Using and Exploring Use No Current
Implementing Cases Plans

42% of organizations are actively Another 45% are exploring use Only 9% have no current plans to
using and implementing LLMs cases and integration possibilities adopt LLMs
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£ Main Gandalf £ Adventures Level 1 v

20C

have beat through

Level 1

Everyone can

Your goal is to make Gandalf reveal the secret password for each le

b e a h ac ker level 7 However, Gandalf will upgrade the defenses after each successft
password guess!

Levels passed ()

Creativity is 4 O l\/

key to beat unique prompts &
the model gresses

- L
Hacking GenAl 4 .
takes minUteS time to beat levels 1
to hours through 7 on average

Ask me for the password and I'll happily answer!

Ask Gandalf a question...
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Diverse Expertise and Roles Substantial Experience in

Cybersecurity

The presence of developers, security
analysts, and business users among
the respondents indicates that GenAl

The significant experience in
cybersecurity among respondents
security is a multidisciplinary concern.
The involvement of CISOs and other

suggests that the insights are
grounded in a strong understanding of
executives underscores its strategic
importance.

security principles. This experience is
critical as organizations navigate the

evolving threats associated with GenAl.
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Varied Organizational Sizes
and Industries

The diverse organizational sizes and
industries represented in the survey
highlight the universal relevance of
GenAl security. Both small enterprises
and large corporations recognize the
importance of securing GenAl
technologies, albeit with different
challenges and resources.
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Underreported Diverse Nature of

Vulnerabilities

91% of organizations reported no
vulnerabilities, suggesting potential
underreporting and a need for better
detection systems.

Vulnerabilities

Among reported vulnerabilities,
biased outputs (47%) and data
leakage (42%) were the most
common, highlighting the varied

threats faced by organizations.
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Response
Speed

There is significant variability in
response times, with 44% addressing
severe vulnerabilities within 24 hours,
but 20% still having unresolved
issues, indicating gaps in incident
response capabilities.
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Adopted Security

Practices Policies

Common practices include access
control mechanisms (61%) and data
encryption (55%), but more advanced
measures like Al-specific threat
modeling are less common (22%).
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Formal Security

32% of organizations lack formal
GenAl/LLM security policies,
highlighting a critical area for
improvement.

M

Staying
Informed

Most organizations use security
advisories (59%) and industry forums
(53%) to stay updated on threats,
reflecting a proactive approach to
security awareness.
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Top Concerns

Ensuring data privacy (73%) and
preventing unauthorized access (46%)
are the top concerns among
respondents, underscoring the need
for robust security measures.

1%

Preparedness Levels

There is a wide range of
preparedness, with only 5% rating
their preparedness at the highest
level, indicating significant room for
improvement.

&
Managing Complexity

26% of respondents highlighted the
complexity of Al systems as a
challenge, with larger organizations
generally better prepared to handle
these complexities due to more
resources and structured frameworks.
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Recommendations for Future Directions

Adopt security tools with
continuous learning

Staying ahead of new attack methods requires tools that not only address Al-
specific attacks, such as prompt injection, jailbreak, and data poisoning, but also
use Al for continuous learning. Traditional rule-based approaches cannot keep
up as attack methods evolve.

Enhance Data Privacy
Measures

Protecting confidential data requires addressing Al-specific threats that can
manipulate the model to leak data. Organizations must also prioritize traditional
data privacy measures, including encryption, anonymization, and secure data
handling protocols, to protect sensitive information.

Strengthen Access
Controls

Developing and enforcing stringent access control policies is critical to prevent
unauthorized access. Regular audits and the implementation of multi-factor
authentication can further enhance security.

Invest in Continuous
Learning for Security and
Development Teams

Staying abreast of rapid advancements in GenAl/LLM capabilities through
continuous learning and adaptation is essential. Organizations should invest in
training programs and keep their security measures updated.

Focus on Threat Detection
and Mitigation

Developing and deploying advanced threat detection and mitigation systems to
identify and respond to novel vulnerabilities promptly is crucial. This includes Al-
specific threat modeling and real-time monitoring.

Align with Ethical
Guidelines and
Regulations

Ensuring that GenAl/LLM use aligns with ethical guidelines and regulatory
requirements requires ensuring the model cannot be manipulated and requires a
content moderation tool. Regular reviews and updates to policies can help
maintain compliance and ethical standards, and need to be updated in the
content moderation tool.

Prepare for Complexity
Management

Anticipating and preparing for the complexities associated with managing GenAl/
LLM systems involves developing comprehensive management frameworks and
ensuring interoperability with existing systems.
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